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Application, User, Content lagianwig (Application Firewall)

- il Network Interface WUU eo/eco/ecoo WitEENIN elb Wosn Uas Gigabit SFP L
U1 & WS

- i Interface dwmSuvivnsiamslasanis (Out of Band Management) Wuu
eo/@oo/acco WIUBENTT @ WosN Waz Interface @miuyin High Availability wuu
®o/@oo/ecco WHRENI b KaN

- ihsz8nBam Application Lel Firewall Throughput (Application) alsitieenin & Gbps
wasduEtugigasadunf (New Sessions per second) lalitesnit elbo,ooo
sessions

- 3995UM¥ Virtual Routers 1alitiasnii wo Virtual Routers

- @nsevh Virtual Systems 18lifesndn o Systems uazsasfunisreneifiudiligegn
4 loo Systems lusuan

- e Security Zones Ialsidpanit o Zones

- ﬂ’lmiﬂmmﬂu‘éﬂtmu Transparent lntme Non- InUne Monitoring (Tap Mode), Lo iLae
Lo I veifieunh saieuseinduasioui < sUnvuRanaitansounuly
syuudgjdfnsiReniu

- S99ULNATHIU Bob.eQ VLAN tags aliithoenin &ooo VLANS

- #u5ov Routing Wuu Static, RIP, BGP, OSPF, Multicast Was Policy Based
Forwarding leilusesifos

- @wnInvh NAT way PAT 14 vhauuy @:®, n:n Wag m:n NAT

- 589¥un13vin DHCP Servers was DHCP Relay

- 599UNMIEIU wob.ecad Aggregate Interfaces

- awsaimuailsveihwmunasaduitemugumainfszuueieineen
Application, User wag Content 191

- amnsaimsaTeseunTRARdNITE fhen1svh SSL (G Inbound way Outbound )
wag SSH Decryption 161

- aunsaihnuTuiuTeuunsiigauiiey  (Authentication  Systems) leud  Active
Directory, LDAP, eDirectory, Citrix, Microsoft Terminal Services wag Xenworks w58
Xenapp ovhnsiamudldlduegaies

- mamam‘uamJ‘ixmwz;m"LWéﬁaigﬁyﬂm"lﬁmaﬂwamLLasé’wlwamumwia3 Application 16
WU exe, dll, doc, xls, ppt, zip, rar, bat, pdf waz AVl dluedaios
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- a'lmmﬂimma Response Page LL’iNl‘lJENBﬂ“N']U nssitmsuSennsmiladiaty su
\lasunann Antivirus Block, URL Filtering Block, Application Block kaz File Blocking
B siluBandhamedoudldssuniatieves Captive Portat uag SSL VPN 1¢f
- iszvulesiusfennaiu (Threat Prevention) Tagdl Antivirus Throughput laivfasnit o
Gbps wasiinnuauiRosaiondseluil
" anunsansiaduuasiesiu Vulnerability Exploits, Buffer Overflow, DoS/DDoS,
Non-RFC compliant protocol, Port scans, Host sweeps, Malformed Packets,
IP defragmentation wag TCP reassembly Iiusgraten Tuveane
Yuussguiuuraasianaiu (Custom signatures) lhaunnuiaans
® gunsedlosiu Malware Useuaveineg léud Virus (@ilaundu PDF, HTML,
Javascript ey Compressed Files), Spyware download, Spyware phone
home, Trojan uag Botnet Id lnsasourqunisnssvasula¥auu Protocol s
Faialull FTP, HTTP, SMTP, SMB, POPm uae IMAP l§ifusthaley
" fiszuunraadunginssuiliussasdiuuy Cloud-Based iWeldsey  Malware
UszavlmigdhifflugdoyansyngnTauild mufauseadaguuuunislond
(Signature) enamTurniitelitiestuszuuindotellnesnludia
- gqunsaliniiauediasanuisari IPsec VPN (Site to Site) Tneil IPSec VPN Throughput
Ialitasnii o Gbps LLasﬁ@mauﬁaasmﬁaﬂﬁwialﬂﬁ
* spefumsuaniddenuid (Key Exchange) WU KE Vo Way Manual Key
® 5993U8aneIBUNMSSRELUL aDES WAy AES &b bits Idlluat iy
® 5893UN1IgAURIAULUY SHA-&el, SHA-a uas MDe lalllusdralas
- guUnsaithiauedasausariy Client VPN (Remote Access) Tgypaduduglalala
oenin ¢000 §I uariinuaiRotaiodteluil
" 5995uUnavi Client VPN Hawuu IPSec was SSL
" aunsavhesudussuumfigadiiny (Authentication Systems) Ll LDAP,
RADIUS, SecurlD ua¥ Local User Database Téifustaioy
" 5893UTTUUURUHN1T Windows XP, Windows Vista, Windows e (3 alo uag
ba bits), Mac OS X wag Apple i0S ladusdation

- Sszvudansguamnisliuing (Quality of Service) TneiinaantRograiipasasaludl
= gunsaivusulevisiitedentsuuuisrvemswilasns  Application,  User

7

Source, Destination, Interface wag [PSec VPN Tunnel 1Susdatioy Iﬂﬂ‘iaq
INISUR, VBULIRAGIER kavardunudAy (Priority) vaansmiale
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T AUI50RAMINANS T L UL AL U UYIINALE (Real  time  bandwidth
monitoring)

- guUnsaliifuieniaded (Hard Disk) Fauuthudindeyauuy Solid State vualaisnin
eloo GB wavau1ing Report Sauvidanindagunsallé /

- @wsagaju General Information, Top Application, Interface Status, Threat Logs,
Data Filtering Logs, URL Filtering Logs, Systemn Logs, High Availability uag Resource
Information Tuguwes Dashboard 16

- @wnaiFengasudeyaves Applications, URL Categories, Threats uax Data Tugduuu
woansiala _

- @i aisdiuussinenunuaudents Tugdwuy CSV wag PDF i
RENVGL]

- aanseadensnueiun1saan Wy 1oty eduani nieurdessausunig
Email wuudnlusinla

- anunsadniivtiuiindeyalesds Syslog uas SNMP luSsssuudansiedetnedivesdy
AnseUARINala

- @WNTIUIMITARNISHIUYING Web User Interface Was Command Line interface 161

- gunselilundasnalyuuy Redundant $1uu o iiae

- ses¥umsRndaiiieril High Availability WUy Active-Active as Active-Passive I

-~ &lo gunanl Proxy Caching Uaz Web Security Gateway Hpmuautfseeiisadsieluil

- gunsaliauediondiugunsaiuuy Appliance fignesnuuusnielsrunsanisldau
Application wagliszuunssneirnulasasitlunisldnu lngauisamvuaulavieniu
AlEU (user level policy) 16t

- guUnsalfieuedesdivuiaves Hard disk Bitfosndh ¢oo GB tuy SATA wietiuuih uie
Ani

- guUnsaiEusdestivinoarud RAM hitfiesndn < GB

- quUnsaliliausdesiinesn acooBase T Siunulifesnit e wodn Inefosanunsavi
Bypass %30 Pass-through liiliidesndt @ @ (o wesn) uas uwesn dwduuims
Innslaslanig (Management Port) aegheilos & wedn

- gunsalildueausosesfudnuflfnulibitvesnin ecoo {IF Tuanieifu
(Employee Count)

- gUnsifllauesiosanunsoifiunesn ecooBaseT (Copper) Wia eoooBase-F (Fiber-
sx) Wilsidesndr « wednluournslnglifeatdsugunial uasdpsinuauifannsarii
Bypass 138 Pass-through &

- qﬂmaifr‘iLauaé]’aaaﬁfuagumﬂ%’m‘[ﬂsimﬂaa HTTP, SSL, CIFS, FTP, MAPI, DNS, MMS,
RTSP &
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qunsalflauadissannsaviaudamdu Pve  idlasaunsald Pve  luniavi
authentication, authorization, logging, reporting wag policy enforcement Iduogns
How |
gunsaifiausanunsasesiuniaisenmi) (acceleration), L5831 (monitoring), Waw
AuAN (control) Traffic 984 Adobe Flash streaming media 1A
QUﬂiﬂiﬁLauaﬁmmmmﬁﬁ Transparent Proxy Wag In-path with bridging 17 laglal
Fulusiparimunen Proxy address 71 Web Browser veua3asgnting
gunselflauediosaiuamumaviendulslonos WCeP 16 uasatuayunis Retum
Traffic [§eluwuy GRE Tunnel wae Layerls Return 8ifhueeates
qﬂnaaﬁﬁmuaﬁmaﬁ‘uagumi #5234 (monitor), aueu (control), d1Aia (imit) waz
dnue (Block) Msldanu Traffic Ussinn Streaming Media laefasatiuayy Streaming
Media Client 1Aun Windows Media, Real Media wag QuickTime Tuathaies
quRsaifitauedesafuaunTidsauda(Acceleration) Media  Stream  Tagld Live
Splitting, Video-On-Demand Caching , Content Repopulation wag Multicasting o
qﬂn‘:zﬂﬁmuaﬁmmmﬁmaﬁu Secure Internet Content Adaptation Protocol
(Secure ICAP) Tun1sviausuiusyuy Anti-Virus wSa Third Party 161
gunsaffauedaatiuayunisldan 1P Reflect Tnaiifofimsi3onldnu web gunsaies
@ansa Request sanluldsiag IP Address vasgldeu

qunsalfiausiasanunsavh SSL Proxy it cache HTTPS Content uagsituun Policy
Lﬁa@LLan’Iﬂ%’muiuﬂmﬂaa HTTPS %58 SSL Traffic fles18agidem 19U mime type uag
filename extension 19 '
QUﬂ'ﬁﬁﬁﬁLauaﬁm‘im%’umiﬁ’] Security Authentication SSO, local password files,
NTLM,LDAP (Active Directory, eDirectory, SunOne), CA eTrust SiteMinder, Microsoft
Kerberos, Oracle Access Manager, RADIUS wag certificates Tadusegiioy
qUnsaiflauesiaaiisyuy Authentication famnsafwmusligflFiu Logon Tiesndeay
o wadedld 1ilotostuilywinis Share  Fefondu (User  account) uay fisvuv
Authentication ﬁaﬂ"uaqumiﬁﬁ Guest User 19
guUnsaifllausfDsaNINTaUIMITIANISHIuINS Web-based  wag Command  Line
Interface a1

qﬂnsﬁﬁtauaﬁaqaﬁ’uagumiﬁw Object-Caching,  Byte-Caching, = Compression,
Bandwidth Management tag Protocol Optimization 16
gunsaifilausdasiipuannsnlumsudsnans (Notification) B UM Web Interface
16l uazsiosatiuayu Splash page w3 Exception Page Tdwanauth web pages uazdas
oy auATEUUAINTA Customize Lisfinld answnnisal (Triggers)
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- guUnsaifieuadesdiumsiusamumsgummanasadoain Ve, BSMI, FCC, UL
uaz CSA 1Wusteloy |

- gunsalflausananInyin WAN optimization tieanySuna Traffic aduéelaaieudld e
wiedlanteusfnserensuailaaeus(client software)

- fwewduwaslanieud (client software) dmSuRindeuliaIoInouRanes fanusotivan
Traffic (Traffic Optimization) fideszyinagunsal Proxy waziaTesnoufumesluvaed

3
o oA

dliliegluddnay uavamnsosesfunmand® URL  Filtering 1650 tauedvdvi

garuaIfifin islfamsevuldrsmnudasmun
- gunsaiflauesnansofinfeuug Standard Rack e’ 4116
- gunsailauedediquaniilumsennsiony fed
" fesauninsesiudiau log fiinannnisldauves user Ialitenndn ¢o du
U35¥iR WIRausaTessun1seensenuliny users lalaiisunin edo users
maan oo Tuiiimslénuegraiiios
" gunsavhowswiu LDAP uay AD itednnisiudndnisidnia wien Report 7
a9l
" fesdunsasesiuniseensnenudoundilalidesnii «o Tu
- mmsﬂ%’mLﬁU'i'tEmu‘LugllLLw*nm PDF tag CSV
" ANEnNsaluNITEBNTISNULUY Top Users, Top Domain / Web sites uay

Top Categories 161
" @unsadu Log tiessnienudmiugunsal Proxy caching laannndn @ 67




